WHAT IS CLAIMED IS: 

1. A transmission apparatus for converting digital 
data into a packet and transmitting said packet-converted 
digital data, said transmission apparatus comprising: 

insertion means for inserting random data into a 
part of said packet - converted digital data to be 
transmitted; 

encryption means for encrypting said packet- 
converted digital data including said random data 
inserted by said insertion means; and 

transmission means for transmitting said digital 
data encrypted by said encryption means. 

2. k transmission apparatus according to claim 1 
wherein sa\d transmission means transmits said encrypted 
digital dataN^o other equipment by radio or wire 
communication 

3 . A transmission apparatus according to claim 1 
wherein said transmissito means transmits said encrypted 
digital data as data to be\ecorded onto a recording 
medium . 

4. A transmission apparatus according to claim 1 
wherein said insertion means inserts\said random data 
into an invalid-data portion existing in\said packet. 

5. A transmission apparatus according to\claim 1 
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whexein the length of an encryption unit encrypted by 
said eh^cryption means is smaller than the length of said 
packet - converted digital data. 

6. A transmission apparatus according to claim 5 
wherein said insertion means inserts said random data 
into said encryption unit. 

7 . A reception apparatus for receiving encrypted 
digital data including random data in each packet, said 
reception apparatus, comprising: 

reception mean^ for receiving encrypted packet 
converted digital data's 

decryption means \or decrypting said encrypted 
packet - converted digital c^ita received by said reception 
means; and 

elimination means for Removing random data from 
packet - converted digital data obtained as a result of 
decryption carried out by said decryption means. 

8 . A reception apparatus accoraJLng to claim 7 wherein 
said reception means receives said encrypted digital data 
from other equipment by radio or wire a^pmmunication . 

9. A reception apparatus according ta claim 7 wherein 
said reception means receives said encrypte^ digital data 
recorded on a recording medium. 

10. A reception apparatus according to clad^ 7 
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wherein said elimination means eliminates said random 
data^by \emoving an invalid-data portion existing in said 
packet 

11. A reception apparatus according to claim 7 
wherein the length of a decryption unit decrypted by said 
decryption meansNls smaller than the length of said 
packet - converted digital data. 

12. A reception apparatus according to claim 11 
wherein said elimination mea^s eliminates said random 
data from said decryption unit. 

13. A transmission method for converting digital data 
into a packet and transmitting said packet - converted 
digital data, said transmission method comprising the 
steps of: 

inserting random data into a part of said packet- 
converted digital data to be transmitted; 

encrypting said packet - converted digital data 
including said inserted random data; and 

transmitting said encrypted digital data. 

14. AHo^nsmission method according to claim 13 
wherein the length^of an encryption unit to be encrypted 
is smaller than the length>K§aid packet- converted 
digital data and said random data is averted into said 
encryption unit. 
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15. ^reception method for receiving encrypted 
digital data including random data in each packet, said 

reception method comprising the steps of: 

\ 

receiving encrypted packet - converted digital data; 

decrypting said received encrypted packet - converted 
digital data; and 

removing rancfbm data from packet - converted digital 
data obtained as a ressult of decrypting said received 
encrypted packet-converted digital data. 

16. A reception method according to claim 15 wherein 
the length of a decrypt ionXuni t to be decrypted is 
smaller than the length of s\id packet - converted digital 
data and said random data is Removed from said decryption 
unit . 

17 . A transmission apparatus >£or encrypting a program 
comprising a continuous data stream and transmitting said 
encrypted program, said transmission\ apparatus 
comprising : 

random-data-generating means for generating random 

data ; 

addition means for adding said randckn data 
generated by said random-data-generating meaps to the 
beginning and the end of said program; 

encryption-processing means for encrypting said 
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program Y nclud i n 9 said random data added thereto by said 
addition means; and 

transmission means for transmitting said program 
encrypted by\said encrypt ion - processing means 

18. A transmission apparatus according to claim 17 
wherein said transmission means transmits said encrypted 
digital data to o^-her equipment by radio or wire 
communication . 

19. A transmission apparatus according to claim 17 
wherein said transmission means transmits said encrypted 
digital data as data t<\ be recorded onto a recording 
medium . 

20. A transmission apparatus according to claim 17 
wherein the data length of ssaid random data generated by 
said random-data-generating iroeans is variable. 

21. A reception apparatus \pr receiving an encrypted 
program comprising a continuous c^ata stream, said 
reception apparatus comprising; 

reception means for receiving\ said encrypted 
program comprising a continuous data atream; 

decryption means for decrypting aaid encrypted 
program comprising a continuous data stream received by 
said reception means; and 

elimination means for removing random o^ta from the 
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beginning and the end of a program obtained as a result 
of decryption carried out by said decryption means. 

22. A^eception apparatus according to claim 21 

wherein saicji reception means receives said encrypted 
\ 

digital data\from other equipment by radio or wire 
communication ; 

23. A recejJvkion apparatus according to claim 21 
wherein said reception means receives said encrypted 
digital data recorded on a recording medium. 

24. A reception\ apparatus according to claim 21 
wherein the data length of said random data removed by 
said elimination means\is variable. 

25. A transmission method for encrypting a program 
comprising a continuous daVa stream and transmitting said 
encrypted program, said transmission method comprising 
the steps of 

generating random data; 

adding said generated random data to the beginning 
and the end of said program; 

encrypting said program includ^pg said added random 
data; and 

transmitting said encrypted program^ 

26. A reception method for receiving an Nencrypted 
program comprising a continuous data stream, s\id 
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reception method comprising the steps of: 

receiving said encrypted program comprising a 
continuous! data stream; 

decrypting said received encrypted program 
comprising a continuous data stream; and 

removing^ random data from the beginning and the end 
of a program obtained as a result of decrypting said 
received encrypted\ program . 

27 . A transmission apparatus for encrypting a 
plurality of data blocks comprising main data and 
additional data and transmitting said encrypted data 
blocks, said transmission! apparatus comprising: 

additional -data - inserting means for carrying out 
processing to insert additional data into data blocks 
selected at random among a sequence of said data blocks 
composing a stream of said main (data; 

encryption means for encrypting said sequence of 
data blocks after said processing carried out by said 
additional - data - inserting means to insert additional 
data; and \ 

transmission means for transmi tting\ said sequence 
of data blocks encrypted by said encryption Vneans . 

28. A transmission apparatus according to\ claim 27 
wherein: \ 
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there is further provided random- data - inserting 
means forVcarrying out processing to insert random data 
into- some o3E said data blocks; and 

said encryption means encrypts said sequence of 
data blocks aflter said processing carried out by said 
additional -datA- inserting means to insert additional data 
and said processing carried out by said random-data- 
inserting means to insert random data. 

29. A transmissdon apparatus according to claim 27 
wherein said additional data inserted by said additional - 
data - inserting means iVto said data blocks selected at 
random is unencrypted deNta. 

30. A transmission apparatus according to claim 27 
wherein said additional datav inserted by said additional - 
data - inserting means into said\data blocks selected at 
random is unencrypted data and eiacrypted data. 

31. A transmission apparatus according to claim 28 
wherein said random-data - inserting means inserts random 
data into an invalid-data portion in Vach of some data 
blocks. \ 

32. A transmission apparatus according to claim 27 
wherein said transmission means transmits \said sequence 
of data blocks to other equipment by radio oVr wire 
communication. \ 
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33 . h transmission apparatus according to claim 27 
wherein said transmission means transmits said sequence 
of data bloc\s as data to be recorded onto a recording 
medium. \ 

34. A transmission method for encrypting a plurality 
of data blocks comprising main data and additional data 
and transmitting sVid encrypted data blocks, said 
transmission methodXcomprising the steps of: 

carrying out processing to insert additional data 
into data blocks selected at random among a sequence of 
said data blocks composing a stream of said main data; 

encrypting said sequence of data blocks after said 
processing to insert additioVal data; and 

transmitting said sequence of encrypted data blocks 

35. A transmission method according to claim 34 , said 
transmission method further including the step of 
carrying out processing to insert random data into some 
of said data blocks, whereby said sequence of data blocks 
is encrypted after said step of carryiiro out processing 
to insert additional data and said step dsf carrying out 
processing to insert random data. \ 

36. A recording medium for recording at least an 
encrypted program wherein, before being recorded into 
said recording medium, said program is encrypted after 
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random data is added to the beginning and/or the end of 
said program. 

37. A recording medium for recording packet - converted 
and then encrypted digital data wherein, before being 
recorded into ataid recording medium, said packet- 
converted data i>s encrypted after random data is added to 
part of said packet - converted data. 

38. A recording^ medium for recording a plurality of 
encrypted data blocksk comprising main data and additional 
data wherein, before bWng recorded into said recording 
medium, said encrypted dkta blocks are obtained by 
inserting additional data\into data blocks selected at 
random among a sequence of flata blocks composing a stream 
of said main data and by encrypting said sequence of data 
blocks including said additional data. 

39. A recording medium according to claim 38 wherein, 
after said additional data is add^d, random data is 
inserted into some data blocks of s\aid sequence of data 
blocks before encrypting said sequence of data blocks 
including said random data. \ 

40. A recording medium according to crlaim 38 wherein 
said additional data inserted into data blocks selected 
at random is unencrypted data. \ 

41. A recording medium according to claim 38v wherein 
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said additionarl-data inserted into data blocks selected 
at random is encrypt^T^datT^aj^ data. 
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